Keen2Go Policies and Procedures

K2G Data Protection Policy

Scope

Policy Statement
What data Keen2go collects

e GDPR/ DP18 rights
e Storing of data
e Information sharing

e Related policies

Policy statement

The Data Protection Act 2018 obliges organisations to protect the personal data
they hold and to make sure they use and store it responsibly. As part of this
Keen2Go abides by the UK General Data Protection Regulation (GDPR) which sits
alongside this act.

Personal data can be defined as anything that can be traced to a living person. For
example: name, address. Anything that makes an individual is ‘identified’ or
‘identifiable’ if you can distinguish them from other individuals.

What data Keen2Go collects

GDPR states there must be a clear reason for data to be collected. All the data
Keen2Go collects is identified as being needed to best support the service users
who attend our service.

Personal data is obtained via an ‘Service User Information (SUI)’ form completed on
initial home visits. This data is then stored on individual ‘Personal Profiles (PP)
within individual service users folders.

The personal data we gather includes:

Service user name

Service user date of birth

Service user address

Two emergency contacts (Parent carer) - Name and Phone Number
Disability/ diagnosis
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We use personal data to

Deliver safe and appropriate care services.

Develop and review support plans.

Communicate with service users, families and other agencies.
Improve services and quality of care.

Manage staffing, payroll and training.

Meet legal, regulatory and safeguarding requirements.

GDPR/ Data Protection 2018 rights

Service users, Parents/ carers have rights concerning the data we hold. Those rights

are not always applicable and being able to action them will depend on how the data

will have been collected in the first place.

Right of access: This is when you want to know what data Keen2Go holds,
what we do with it, or if you want a copy of it.

Right of Erasure: This is if you wish for the data we hold to be erased. We
will comply unless some other law or regulation prevents us from doing so
and we will explain why we cannot action your request, if this is the case.
Right of Correction: This is if you spot an inaccuracy in the records we hold
and you want to rectify it, for example, we hold a wrong address or date of
birth.

Right of Data Portability: This means that you can obtain a copy of the data
so that you can give it to another provider.

Consent withdrawal: when the data has been obtained with Consent, you
have the right to change your mind and revoke the consent at any time, to
stop Keen2Go using this data.

Right to object: You can object to your data being used in a certain way.
Rights regarding automatic decision making and profiling: You have the
right to have a human being involved in decisions affecting you via the use of
your data.

Right to complain: You have the right to contact Keen2Go’s Data Protection
Officer by email to Tasha@Keen2Go.org if you wish to enquire or complain
about the use of your data.


mailto:Tasha@Keen2Go.org
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For more information about data protection, you can visit https://ico.org.uk/

Storing of data

All personal data is stored within a secure computer system which is only accessible
by authorised staff (Management, Session Leads). When required paper forms are
stored in locked filing cabinets. In certain cases for example weekends away
personal data will be stored in a locked transferable cabinet or box.

Keen2Go recognises that some of the personal data stored due to its sensitive
nature may need extra precautions for example safeguarding forms. These are
securely stored and are only accessible by Designated safeguarding leads and
deputy safeguarding leads.

Data will be held securely and kept as long as a service user attends our service.
Data will be held for 8 years and then destroyed.

All data is kept securely and only accessed by authorised personnel so that it is
protected at all times.

Information sharing

Part of our contractual agreements with the local authority and funders mean that we
cannot share personal data with those who are not legally allowed to see it.
Sometimes, regrettably, this may result in you not being able to access information
without a process being followed to ensure we have followed all safe processes.

We can share information with who we have we have consent to do so and if
consent has been given by the primary caregiver or service user (where capacity is
obtained). However there are rules around consent in GDPR/ Data Protection 2018
and within other regulations which we must abide by such as the Mental Capacity
Act.

We know that service users and families/ carers like to stay in touch in a variety of
ways, including using social media. To comply with GDPR and the contracts we have
entered into, however, we cannot allow personal data relating to Keen2Go - its staff,
service users or any other information to be published on social media networks or
apps that we have not assessed and have no control over.

Keen2go gains consent relating to photography and filming see our Keen2Go
Photography and filming policy here:


https://ico.org.uk/
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https://docs.google.com/document/d/1MBMydtcTdbddQ2uzFCh2SpP8dEhsXaTP/edi

t#heading=h.d10zwbpo4u2
Keen2Go gains consent for sharing photos and videos on social media, this consent
can be changed at any time.



https://docs.google.com/document/d/1MBMydtcTdbddQ2uzFCh2SpP8dEhsXaTP/edit#heading=h.d10zwbpo4u2
https://docs.google.com/document/d/1MBMydtcTdbddQ2uzFCh2SpP8dEhsXaTP/edit#heading=h.d10zwbpo4u2
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Related Policies
Data Protection Act 2018
https://www.leqgislation.gov.uk/ukpga/2018/12/contents

UK General Data Protection Regulation (GDPR)
https://www.leqgislation.gov.uk/eur/2016/679/contents

Mental Capacity Act 2005
https://www.legislation.gov.uk/ukpga/2005/9/contents

Keen2go related policies:
Code of Conduct for Staff

Safeguarding children and adults.
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