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Introduction 

Keen2Go recognises that, in the course of its work, employees and representatives may 
have access to confidential, sensitive and personal information. 

Keen2Go is committed to ensuring that such information is handled lawfully, securely 
and respectfully. Maintaining confidentiality is essential to protecting the rights, privacy 
and safety of employees, service users and volunteers.  

The aims of this policy are to: 

●​ Ensure confidential information is handled appropriately and securely.​
 

●​ Protect personal and sensitive data from unauthorised access, disclosure or 
misuse.​
 



●​ Provide clear guidance to employees on their responsibilities regarding 
confidentiality.​
 

●​ Maintain trust and professionalism across all areas of work.​
 

 

Policy 

Keen2Go expects all employees, volunteers, trustees, contractors and agency workers 
to maintain strict confidentiality in relation to information obtained through their work. 

Confidential information must only be used for legitimate work purposes and must not 
be disclosed to any unauthorised person, either during employment or after it ends. 

This policy applies to all forms of information, including written, verbal and electronic 
data. 

 

Scope of Confidential Information 

Confidential information includes, but is not limited to: 

●​ Personal information about service users, including health, support needs, 
financial or family details.​
 

●​ Employee records, including HR files, payroll information, disciplinary or 
grievance matters.​
 

●​ Safeguarding concerns or incident reports.​
 

●​ Business information, including financial data, contracts, strategic plans and 
internal communications.​
 

●​ Information relating to partner organisations or stakeholders.​
 

Information should be treated as confidential unless it is clearly identified as public. 



 

Data Protection and Legal Compliance 

Keen2Go will comply with all relevant data protection legislation, including the UK 
General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. 

Personal data will be: 

●​ Processed lawfully, fairly and transparently​
 

●​ Collected for specified, explicit and legitimate purposes​
 

●​ Limited to what is necessary.​
 

●​ Accurate and kept up to date.​
 

●​ Stored securely and retained only as long as required.​
 

●​ Protected against unauthorised or unlawful processing, accidental loss, 
destruction or damage.​
 

 

Responsibilities 

All Employees and Representatives 

All individuals working for or on behalf of Keen2Go must: 

●​ Only access information necessary to carry out their role, Only allow others to 

access information that they are allowed to see.  

●​ Keep confidential information secure at all times. 

●​ Avoid discussing sensitive information in public or inappropriate settings. When 

staff are with each other outside of work, sensitive information should never be 

discussed. If you are discussing your work then do not use service users name of 

identifiable information. 



●​ Use secure passwords and not share login credentials. 

●​ Lock paper files away when not in use. 

●​ Only share appropriate information  

●​ Ensure screens and devices are not visible to unauthorised persons and have a 

lock.  

●​ Report any suspected data breach immediately.​
 

Confidential information must not be removed from Keen2Go premises unless 
authorised and appropriate security measures are in place. If confidential information- 
for example PP and risk assessments is taken on session it needs to be stored in a 
secure lockable place till it can be brought back to the office and locked away.  

 

Line Managers 

Line managers are responsible for: 

●​ Ensuring staff understand their confidentiality obligations.​
 

●​ Promoting good information governance practices.​
 

●​ Addressing any breaches promptly and appropriately.​
 

●​ Escalating serious breaches in line with organisational procedures. 
●​  
●​ Only allow specific staff to access the information that is needed for their role, 

restricted access is in place across all areas.  

​
 

 Information Sharing 

Keen2Go recognises that there are circumstances where information may need to be 
shared appropriately. 

Information may be shared: 



●​ With the individual’s consent.​
 

●​ Where required by law.​
 

●​ Where there is a safeguarding concern.​
 

●​ Where there is risk of serious harm to the individual or others.​
 

●​ Where disclosure is necessary for legitimate operational purposes.​
 

Where possible, individuals will be informed before their information is shared, unless 
doing so would increase risk or breach legal obligations. 

Only the minimum necessary information should be disclosed. 

 

Secure Storage and Handling 

Keen2Go will ensure that: 

●​ Electronic data is stored on secure systems with appropriate access controls.​
 

●​ Paper records are stored in locked cabinets or secure areas.​
 

●​ Confidential waste is disposed of securely (e.g. shredding).​
 

●​ Portable devices are password protected. ​
 

●​ Remote working arrangements include secure access to systems.​
 

Data Breaches 

A data breach includes loss, theft, accidental disclosure, unauthorised access or 
destruction of confidential information. 

Any suspected or actual breach must be reported immediately to a line manager or the 
designated Data Protection Lead. 



Keen2Go will: 

●​ Investigate the breach promptly.​
 

●​ Take steps to contain and mitigate risks.​
 

●​ Notify the Information Commissioner’s Office (ICO) where legally required.​
 

●​ Inform affected individuals where appropriate.​
 

Failure to report a breach may result in disciplinary action. 

 
 
Confidentiality on sessions.  
 
We are aware that often staff have historical relationships with service users and 
families, whether this be personal or from working with them in other settings like 
schools, college or PA’s. Whilst it is fair that if staff have prior knowledge of service 
users needs to bet support them on session this will likely be shared and be 
appropriate. However this is the only information that should be shared with the team, 
private and personal information is not to be discussed.  
 
Staff are also not to share personal information about service users that do not attend 
Keen2Go, for example if staff have previously worked in the same setting. Discussions 
about service users from that setting is not to be discussed at work.  
 
There will be times where staff need to share information on sessions regarding service 
users either during the sessions or updates from previous sessions etc. Under no 
circumstances should staff discuss service users in front of other service users, any 
discussions about service users should be done in private and/or at de-briefs.  
 

Confidentiality After Employment Ends 

The obligation to maintain confidentiality continues after employment or engagement 
with Keen2Go has ended. 

Former employees and representatives must not disclose or use confidential 
information for personal or professional gain. 



Information regarding service users should not be discussed at all, we realise that staff 
sometimes work between services where members of KEen2Go attend. For example 
personal PS work, schools and charities. Information regarding support of the service 
user may be helpful 
 
 
 

Breaches of Confidentiality 

Any breach of this policy may result in disciplinary action, which could include dismissal 
for gross misconduct. 

Serious breaches may also result in legal action or referral to external authorities. 

 

Monitoring and Review 

This policy will be reviewed annually or sooner if: 

●​ There are changes to legislation​
 

●​ A serious breach occurs​
 

●​ Organisational changes require revision 
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